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Cyber-security: Protecting Organisations Against Targeted Attacks 

Introduction:   

The increasing reliance on the internet, social media or email services for personal and business 

transactions has opened a new way for cybercriminals and fraudsters to speed up their vicious 

attacks. The spread of emails in the workplace according to [1] has led to rapid success for 

businesses as well as opened doors for security threats. Of all cyber-security threats, spear-

phishing or business email compromise (BEC) which are targeted to specific organisation are 

hard to detect and combat. Spear-phishing attacks as opined by [1] [2] cause billions of dollars 

in damages to businesses every year and acts as a gateway to hacking activities like identity 

theft and ransomware whose effects are always devastating. With today's' over-reliance in 

email for most business transactions [3] argued that it will be difficult to effectively transact 

business without emails, that is perhaps why attackers see it as a viable attack vector for spear-

phishing. Spear-phishing according to [4] is where the cybercriminal through an email 

masqueraded as a supposedly trusted fellow or entity to lures their targets into opening an 

email, document or web link to share sensitive information or to install the malware in their 

systems. Rather than directly targeting the organisation's networks, a spear-phishing attack 

targets the people using the networks to gain 'legitimate' access to the network. Spear-phishing 

or BEC targets particular groups of people which according to [1] are employees of human 

resource and finance departments as they have access to sensitive employee and organisations' 

information. BEC, as opined by [5], gets smarter because the attacker has done a background 

study of the potential victims, understanding the potential victim and learning organisations 

processes by infiltrating an organisation's network helps them craft their mail the way they will 

be trusted asking the recipient to carry out an urgent request. Again [4] argues that spear-

phishing ability to fool victims to accept their email as a trusted brand allows it to deceitfully 

circumvent most organisation's security measures once the person behind the keyboard got 

fooled; thereby gaining privileged access to supposedly secured data. This is specifically where 

cybercriminals use either spoofed or compromised email addresses that creates what looks like 

an authentic message from other organisations like regulators, law enforcement agencies, 

financial institutions, business partners or even from the CEO requesting for urgent action. 

According to[6] these emails are personalised and this personalisation creates trust, thus its 

high success rate. This email personalisation according to [1] made spear-phishing the most 

challenging and daunting cyber-security threat. And the reason as opined by [7] that phishing 

email or BEC scam is very effective is that it uses overtly deceptive and persuasive approaches.    
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To ameliorate the nasty effect of this vicious attack, many researches have been conducted with 

[1], [5], [8], [9] recommending training and employee's cyber-security consciousness, but 

training alone has proved not to be adequate. In another work, [10] proposed what they called 

BEC-Guard which is a detector used at Barracuda Network that checks business email 

compromise on real-time making use of supervised learning. However, the drawback is that 

this supervised learning approach does entail endlessly retraining the classifiers. 

Also, [11] proposed training and top-level management involvement in creating awareness as 

a way to mitigate email fraud. However, most top-level managers are not knowledgeable 

enough in IT to create a positive impact on this sort of campaign.   

The implementation blacklist filters were proposed by [12] as a mechanism to checking spear 

phishing. This is where some selected sets of IP addresses are restricted from entering into a 

network. However, this can be cracked by the scammers by using legitimate or different 

systems and IP addresses.  

Some researchers have also studied the demographic and psychological profiles of victims of 

spear-phishing, but that has nothing to do with protecting against the threat. Hence, the 

motivation for this work " Cyber-security: Protecting Organisations Against Targeted Attacks" 

whose specific objectives are  

 Identify the most effective of all the spear-phishing techniques 

 

 Analyse human computer interaction aspects of email software design. 

 

 Improve email software user interface design using concepts in psychology.  

 

 Test the new software for efficiency.  

 

 Develop a novel framework for supporting organisations and users in protecting 

against these threats. 

 

 

Methodology: 

Data will be collected for this study through questionnaires, structured and semi-structured 

interviews, public and organisational documents and through site observations. Questionnaires 

will be used to collect quantitative data while interviews, public & organisational document 

reviews and site observations will be used to collect qualitative data.   

The questionnaires will be a structured question and close-ended, based on ISO27002:2005 

code of practice. ISO27002:2005 code of practice will be used because of its wider adoptability 
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and simplicity of language. The questions will be measured on a Likert five point-scale 

whereby 1= Strongly Disagreed, 2 = Disagreed, 3 = Undecided, 4 = Agreed, and 5 = Strongly 

Agreed. The questionnaires will be distributed to mainly IT staff, management staff and other 

staff that uses the company network infrastructures in the discharge of their duties.  

The interview will be a structured interview to gather data on spear-phishing and other targeted 

attacks against the organisation, its effect on the organisation and the effort the organisation is 

making to minimise it. The interview which will also be designed following ISO/IEC 

27005:2008 guideline and will try to elicit data about the organisational efforts and policies to 

ameliorate the effects of these attacks and their employee’s responses before and after such 

policies.  The interview will contain both open-ended and closed-ended questions and will be 

conducted face to face with the respondents which IT managers and IT staff will be the target.   

This work will also make use of secondary data sources. These sources will include 

organisational policy documents, employment documents, legal documents, public documents, 

annual reports and newspaper articles.  

A pilot study will be carried out to test the research instruments to address any potential 

challenges respondents may have in responding and to pinpoint and correct and typographical 

errors that may occur. Also, Cronbach Alpha reliability coefficient technique will be adopted 

to test the validity of the questions to be used to collect primary data.  

Data that will be collected for this work will be analysed using SPSS software while interviews 

will be analysed using excel software. Secondary data from organisational policy documents, 

employment documents, legal documents, public documents, annual reports and newspaper 

articles will also be manually analysed by the researcher. This work will also use both inductive 

and deductive approaches in analysing the data.  

This work will combine together quantitative, qualitative and case study methods, this is 

because of a limited time frame to complete the work. Quantitative method will help to gather 

data from large sample within a short period of time. The work will also like to investigate 

protections the organisations have in place against targeted attacks through observation of users 

as they perform their duties and document analysis. This will only be done through qualitative 

methods that have the capability of providing quality data from smaller sample. While case 

study method will help gather data from natural settings, and will make use of combination of 

quantitative and qualitative methods for best results. 
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The study will use cross-sectional survey to gather data due to limited resources that will be 

available to the researcher and also to help compare performance of different organisations 

participating in the study. And a comparative study will also be performed to compare the 

findings in the literature and the findings in this study. 

Based on the finding from the data analysis, a current email system will be analysed to help 

design and develop a new email program with an improved user interface that will help in 

checking spear-phishing emails. And a novel framework to support organisations and users in 

protecting against these threats will also be developed and tested. 

 

A Proposed framework for protecting against spear-phishing 
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